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Wireless  networks  are  very  common  for  both  organizations  and  individuals.  
Wireless networking prone to some security issues.so its very important to define 
effective  wireless  security  policies  that  gurad  against  unauthorized  access  to 
important  resources.    In  the  existing  research  there  is  lack  of  integrated 
presentation of solution to all the security issues of Wimax network.  This paper 
discusses the security issues in Wimax and comparative analysis between network 
without security and with security 
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1  Introduction 
 
Security support is mandatory for any communication networks. For wireless systems, security support is 
even more important to protect the users as well as the network. Since wireless medium is available to all, 
the attackers can easily access the network and the network becomes more vulnerable for the user and the 
network service provider. 
 
WiMAX is the emerging broadband wireless technologies based on IEEE 802.16 standards ((IEEE 802.16-
2004, 2004)). The security sublayer of the IEEE 802.16d (IEEE 802.16-2004, 2004) standard defines the 
security mechanisms for fixed and IEEE 802.16e (IEEE 802.16-2004, 2005) standard defines the security 
mechanisms for mobile network. thus makes WiMax an attractive solution to provide high bit rate mobile 
wireless services over a broader range of coverage.  The security sublayer supports are to: 
1)  authenticate the user when the user enters in to the network, 
2)  authorize the user, if the user is provisioned by the network service provider, and then 
3)  provide the necessary encryption support for the key transfer and data traffic. 
 
Mobile WiMax is built around an IP core network which makes it easy to deploy and integrate with existing 
networks. The IP core for WiMax is based on advanced technologies and protocols that provide the needed 
Quality of Service (QoS) and security features. This makes WiMax ideal to support real time applications 
such as Voice over IP (VOIP) and video (Anonim.  2008). International Journal of Basic and Applied Science,  
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Figure 1.  Roadmap For Wimax Technology 
 
 
With mobility introduced, issues such as roaming, and power consumption had to be dealt with in addition to 
more  security  challenges. IEEE802.16e  operates  in the  NLOS  mode  exclusively  in  the  unlicensed  bans 
between 2-11 GHz. The Mobile WiMax Air Interface adopts Orthogonal Frequency.  Division Multiple 
Access  (OFDMA)  for  improved  multipath  performance  in  NLOS  environments  (Santhi  and  Kumararn, 
2006). Scalable OFDMA was later introduced in the IEEE 802.16e to support scalable channel bandwidths 
from 1.5 to 20 MHz with guaranteed bandwidth of up to 15 Mbps (Nee and Prasad, 2000). 
 
 
 
 
Figure 2.  Wimax Network IP Based Architecture 
 
 
Silent features supported by Mobile WiMAX are: 
a.  High Data Rates: The inclusion of MIMO antenna techniques along with flexible sub-channelization 
schemes, Advanced Coding and Modulation all enable the Mobile WiMAX technology to support peak 
DL data rates up to 63 Mbps per sector and peak UL data rates up to 28 Mbps per sector in a 10 MHz 
channel. 
b.  Quality of Service (QoS): The fundamental premise of the IEEE 802.16 MAC architecture is QoS. It 
defines Service Flows which can map to DiffServ code points or MPLS flow labels that enable end-to-
end  IP  based  QoS.  Additionally,  subchannelization  and  MAP-based  signaling  schemes  provide  a 
flexible mechanism for optimal scheduling of space, frequency and time resources over the air interface 
on a frame-by-frame basis. Gawali  International Journal of Basic and Applied Science, 
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c.  Scalability:  Mobile  WiMAX  technology  is  designed  to  be  able  to  scale  to  work  in  different 
channelizations from 1.25 to 20 MHz to comply with varied worldwide requirements as efforts proceed 
to achieve spectrum harmonization in the longer term. This also allows diverse economies to realize the 
multi-faceted benefits of the Mobile WiMAX technology for their specific geographic needs such as 
providing affordable internet access in rural settings versus enhancing the capacity of mobile broadband 
access in metro and suburban areas. 
d.  Security: The features provided for Mobile WiMAX security aspects are best in class with EAP-based 
authentication,  AES-CCM-based  authenticated  encryption,  and  CMAC  and  HMAC  based  control 
message protection schemes. Support for a diverse set of user credentials exists including; SIM/USIM 
cards, Smart Cards, Digital Certificates, and Username/ Password schemes based on the relevant EAP 
methods for the credential type. 
e.  Mobility:  Mobile  WiMAX  supports  optimized  handover  schemes  with  latencies  less  than  50 
milliseconds  to  ensure  real-time  applications  such  as  VoIP  perform  without  service  degradation. 
Flexible key management schemes assure that security is maintained during handover. 
 
 
2.  Mobile Management 
 
Battery life and handoff are two critical issues for mobile applications. Mobile WiMAX supports Sleep 
Mode  and  Idle  Mode  to  enable  power-efficient  MS  operation.  Mobile  WiMAX  also  supports  seamless 
handoff to enable the MS to switch from one base station to another at vehicular speeds without interrupting 
the connection. 
 
a.  Power Management 
Mobile WiMAX supports two modes for power efficient operation (1) sleep mode, and (2) idle mode:  
1)  Sleep  Mode  is  a  state  in  which  the  MS  conducts  pre-negotiated  periods  of  absence  from  the 
Serving  Base  Station  air interface.  Sleep  Mode is intended to  minimize  MS power  usage  and 
minimize  the  usage  of the  Serving  Base  Station  air  interface  resources. The  Sleep Mode  also 
provides flexibility for the MS to scan other base stations to collect information to assist handoff 
during the Sleep Mode. 
2)  Idle Mode provides a mechanism for the MS to become periodically available for DL broadcast 
traffic messaging without registration at a specific base station as the MS traverses an air link 
environment populated by multiple base stations. Idle Mode benefits the MS by removing the 
requirement for handoff and other normal operations and benefits the network and base station by 
eliminating  air  interface  and  network  handoff  traffic  from  essentially  inactive  MSs  while  still 
providing a simple and timely method (paging) for alerting the MS about pending DL traffic. 
 
b.  Handoff 
There are three handoff methods supported within the 802.16e standard  
1)  Hard Handoff (HHO) 
2)  Fast Base Station Switching (FBSS) 
3)  Macro Diversity Handover (MDHO) 
Of these, the HHO is mandatory while FBSS and MDHO are two optional modes. 
 
 
Mobile Wimax Security 
 
a.  Key Management Protocol: Privacy and Key Management Protocol Version 2 (PKMv2) is the basis of 
Mobile WiMAX security as defined in 802.16e. This protocol manages the MAC security using PKM 
REQ/ RSP messages. PKM EAP authentication, Traffic Encryption Control, Handover Key Exchange 
and Multicast/ Broadcast security messages all are based on this protocol. 
b.  Device/ User Authentication: Mobile WiMAX supports Device and User Authentication using IETF 
EAP  protocol  by  providing  support  for  credentials  that  are  SIM-based,  USIM-based  or  Digital 
Certificate or UserName/ Password-based.  Corresponding EAP-SIM, EAP-AKA, EAP-TLS or EAP-
MSCHAPv2 authentication methods are supported through the EAP protocol. Key deriving methods are 
the only EAP methods supported. International Journal of Basic and Applied Science,  
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c.  Traffic Encryption: AES-CCM is the cipher used for protecting all the user data over the Mobile 
WiMAX  MAC  interface.  The  keys  used  for  driving  the  cipher  are  generated  from  the  EAP 
authentication. A Traffic Encryption State machine that has a periodic key (TEK) refresh mechanism 
enables sustained transition of keys to further improve protection. 
d.  Control  Message  Protection:  Control  data  is  protected  using  AES  based  CMAC,  or  MD5-based 
HMAC schemes. 
e.  Fast Handover Support: A 3-way Handshake scheme is supported by Mobile WiMAX to optimize the 
re-authentication mechanisms for supporting fast handovers. This mechanism is also useful to prevent 
any man-in-the-middle-attacks. 
 
 
3.  Security Issue Implemented 
 
Latency during handover and unsecured preauthentication 
 
When handover occurs, the MS is reauthenticated and authorized by the target BS. The reauthentication and 
key  exchange  procedure  increase the  handover  time,  which  affects the  delay  sensitive  applications.    In 
handover response message, BS informs the MS whether MS needs to do re-authentication with the target 
BS or not. If the MS is pre-authenticated by target BS before handover, then there is no need of device re-
authentication but user authorization is still necessary. 
 
For the above issue, the authors proposed two schemes to avoid the device re-authentication (Sun, et al, 
2008). The first scheme adopts the standard EAP but instead of standard EAP method used in handover 
authentication, an efficient shared key-based EAP method is used using EMSK.  The handover latency can 
be reduced by simple preauthentication schemes (Shim, et al, 2008). But pre-authentication schemes are 
inefficient and insecure (Sun, et al, 2008).  Another approach for reducing the handover latency is using PKI 
infrastructure  for  mutual  authentication  between  target  ASN  and  the  MS  before  handover.  Since  the 
messages are encrypted using the public key, security is assured (Sun, et al, 2007).   
 
Mobile IP (MIP) scheme  is the new approach to solve the above issue. In this scheme, pre-negotiation with 
the target BS is in layer 3 MIP tunneling protocol (Chang et al, 2007).. 
 
 
About Mobile IP 
 
Mobile IP (or IP mobility) is an Internet Engineering Task Force (IETF) standard communications protocol 
that is designed to allow mobile device users to move from one network to another while maintaining a 
permanent IP address. 
 
The Mobile IP protocol allows location-independent routing of IP datagrams on the Internet. Each mobile 
node is identified by its home address disregarding its current location in the Internet. While away from its 
home network, a mobile node is associated with a care-of address which identifies its current location and its 
home address is associated with the local endpoint of a tunnel to its home agent. Mobile IP specifies how a 
mobile node registers with its home agent and how the home agent routes datagrams to the mobile node 
through the tunnel. 
 
A  mobile  node  has  two  addresses  -  a  permanent  home  address  and  a care-of  address (CoA),  which  is 
associated  with  the  network  the  mobile  node  is  visiting.  Two  kinds  of  entities  comprise  a  Mobile  IP 
implementation: 
·  A home agent stores information about mobile nodes whose permanent home address is in the home 
agent's network. 
·  A foreign  agent stores  information  about  mobile  nodes  visiting  its  network.  Foreign  agents  also 
advertise  care-of  addresses,  which are  used  by  Mobile  IP.  If  there is  no foreign  agent  in the  host 
network, the mobile device has to take care of getting an address and advertising that address by its own 
means. 
 Gawali  International Journal of Basic and Applied Science, 
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4.  Simulation 
 
Simulated Model 
 
A WiMAX 802.16 network model is developed in Qualnet version 5.1 with Four  wireless subnet each with 
an base station as shown in Figure 6.  Base station 1 and Mobile Node come under one wireless subnet and 
Base station 4, home office to which CBR traffic hace to transfer come under different wireless subnet. 
 
A random mobility path is fixed by flags as shown in the Figure 6 and Mobile node follow the mobility path. 
Applications are also specified like Constant bit rate between Node5 and Node 7. All the base stations 
attached to switch center by wired Link as shown in Figure 3. 
 
 
 
 
Figure 3.  Simulation Environment 
 
 
Simulation Parameter 
 
 
Table 1.  Simulation Parameter 
 
Parameter  Value 
BS range radius (m)  2600 
Frequency band (GHz)  5 
Channel bandwidth (MHz)  20 
Number of BS  4 
Number of MS  1 
BS transmit power Pt (dBm)/height (m)  30/30 
MS transmit power Pt (dBm)/height (m)  25/2 
Noise (dBm)  -100.97 
MS velocity [m.s-1]  20 
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5.   Result Analysis 
 
Result of Handover without Mobile IP 
 
a.  Average End to End Delay 
 
 
 
 
Figure 4.  Average End to End Delay-Metric Value-0.0947648(s) 
 
 
b.   Average Jitter 
 
 
 
 
Figure 5.  Average Jitter-Metric Value-0.0144389(s) 
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Result of Handover With Mobile IP 
 
a.  Average End to End Delay with Mobile IP 
 
 
 
 
 
Figure 6. Average End to End Delay with Mobile IP- Metric Value-0.0941532 (s) 
 
 
b.   Average Jitter with MobileIP 
 
 
 
 
Figure 7.  Average Jitter with MobileIP- Metric Value-0.0144186(s) 
 
 
When handover happen without Mobile IP, the end to end delay is 0.0947648(s) And when we apply Mobile 
IP the end to end delay reduces to 0.0941532(s) i.e.Average End to end delay reduce by 0.0006116(s) When 
handover happen without Mobile IP, the Average Jitter is 0.0144389 (s) And when we apply Mobile IP the 
Average Jitter reduces to 0.0144186 (s) i.e.Average Jitter value reduce by 0.0000202(s) This analysis shows 
that using MobileIP protocol we can reduce the handover Latency also we can secure pre-authentication 
scheme. 
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6   Conclusion and Future Work 
 
The IEEE 802.16e based WiMAX network provides better security architecture, compared to 802.16d, and 
basically secures the wireless transmission using different components such as X.509 certificates, PKMv2, 
the  Security  Associations,  encryption  methods  and  the  Encapsulation  Protocol.  However,  it  still  lacks 
complete security solutions due to certain unsecured MAC management messages and still security required 
during pre-authentication scheme,and need to reduce handover latency which is most important in mobile 
communication. 
 
The handover latency can be reduced by simple preauthentication schemes  But pre authentication schemes 
are inefficient and insecure and require high handover Latency.Mobile IP (MIP) scheme is the new approach 
to solve the above issue,where pre-negotiation with the target BS is in layer 3 MIP tunneling protocol.MIP is 
more efficient than the other methods, since the messages are more secured by tunneling protocol and it 
further reduces the latency during IP connectivity phase. 
 
We  are  working  further  to  find  out  if  any  another  protocol  such  as  IPSEC  can  we  apply  so  that 
communication between MS and BS become more secure. 
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